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GENERAL DATA PROTECTION POLICY OF THE AGENCY FOR
FRENCH EDUCATION ABROAD

Preamble

The Agency for French Education Abroad (AEFE) places great importance on respecting privacy and
protecting personal data.

To ensure compliance with Regulation No. 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data (General Data Protection Regulation — GDPR), AEFE has developed
a personal data protection policy.

This data protection policy (hereinafter referred to as the "Data Protection Policy") aims to inform you
of the commitments made by AEFE to protect your personal data.
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I. General Framework

1.1 Purpose:

The General Data Protection Regulation (GDPR), which came into effect on May 25, 2018, establishes
the new European framework for the processing and circulation of personal data.

The collection, processing, and disclosure of personal data are regulated by the General Data
Protection Regulation (GDPR EU 2016/679) and in alignment with the amended French Data
Protection and Civil Liberties Act of January 6, 1978 (LAW No. 2018-493 of June 20, 2018, on the
protection of personal data)

The GDPR emphasizes the primacy of individuals' rights over their data while presenting a framework
for the use of such data, which mandates compliance with the following 3 essential criteria:
lawfulness; fairness; and transparency.

European legislators have set 3 main objectives:

1. Strengthening individuals' rights, particularly through the introduction of the right to erasure,
data portability, and restrictions on personal data processing;

2. Holding accountability for data controllers and processors Holding actors processing data
(data controllers and processors) accountable;

3. Standardizing fundamental principles and obligations for all stakeholders.

1.2 Scope of Application:

This General Data Protection Policy applies to all personal data processing procedures carried out by
AEFE as the Data Controller.

1.3 Definitions:

Personal Data: Any information relating to an identified or identifiable natural person; an identifiable
natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

Recipient: A natural or legal person, public authority, agency or another body, to which the personal
data are disclosed, whether a third party or not.

Data Controller: The natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data.

Processing: Any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction.

Processor: A natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller.
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ll. Applicable General Principles

The AEFE follows the following principles:

2.1 Principle of Lawfulness of Processing:

Processing shall be lawful only if and to the extent that at least one of the following applies:

a) the data subject has given consent to the processing of his or her personal data for one or more
specific purposes;

b) processing is necessary for the performance of a contract to which the data subject is party or in
order to take steps at the request of the data subject prior to entering into a contract;

c) processing is necessary for compliance with a legal obligation to which the controller is subject;

d) processing is necessary in order to protect the vital interests of the data subject or of another
natural person;

e) processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by
a third party, except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where the data
subject is a child.

2.2 Retention Period for Data:

Information cannot be stored indefinitely in computer files. A retention period should be determined
for each file based on its purpose.

Therefore, this period will vary depending on the different purposes for which personal data is used.

2.3 Principle of Transparency:

Legal Basis: Section 1, Article 32 of the amended French Data Protection and Civil Liberties Act of
January 6, 1978, and GDPR, Chapter I, Article 12: Obligations of Data Controllers and Processors.

Data controllers are obligated to inform data subjects about the personal information they hold.

The law requires that "data be collected and processed fairly and lawfully" (Article 6), thereby
establishing a principle of transparency for the data controller during processing.

The Law and the Regulation mandate informing individuals about the implementation of personal
data processing.

2.4 Obligation to Inform Individuals:

Legal Basis: Section 1, Article 32 of the amended French Data Protection and Civil Liberties Act of
January 6, 1978, and GDPR, Chapter lll, Article 12: Obligations of Data Controllers and Processors.

The law requires that individuals be informed about the following at the time of data collection,
recording, or first communication of the data:
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- The purpose of the processing

- Whether the answers are mandatory or optional

- The consequences of failing to respond

- The identity of the data controller

- The recipients or categories of recipients of the data

- Their rights (right to information, access, and correction, right to object, right to erasure, right
to portability, and limitation)

- The retention period (as required by the European Regulation)

- If applicable, transfers of data to countries outside the EU.

To establish the policy on Information and the Rights of Individuals in accordance with current
regulations, four criteria have been selected:
- The population concerned,

- The purpose of processing
- Information measures
- The necessary statements to be written

2.5 Consent of Individuals:

a) Consent

Legal Basis: Article 7 of the amended French Data Protection and Civil Liberties Act of 6 January 1978,
and GDPR, Article 7

Processing is lawful (without consent) if it is based on a legal ground: for instance, a contract to which
the individual is a party, a legal obligation, the protection of vital interests of a natural person, or a
public interest mission, legitimate interests pursued by the data controller or a third party, within the
limits of the individual's interests, freedoms, and fundamental rights. This also applies when the
processing is necessary for the data subject in relation to labor law, social security, and social
protection, and when the processing is authorized by European law, French law, or a collective
agreement in line with both European and French law.

Consent is required in all other cases.

Depending on the risks associated with the intended processing, it must be freely given, specific,
informed, unambiguous, and explicit.

Explicit consent is therefore required for any of the procedures of processing (carried out by the AEFE
in its capacity as Data Controller):

e Procedures resulting in an automated individual decision (including profiling) significantly
affecting the person or their rights,

e Procedures concerning sensitive data, or data falling under special categories, unless EU law
or national law prohibits lifting the restriction through the consent of the individual
concerned,

e Further processing that does not align with the purpose for which the data was initially
collected in the case of transfers to non-EU countries that do not provide adequate
safeguards for the reuse of data for other purposes,

¢ The use of cookies for specific purposes.
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b) Consent of Children Regarding Information Society Services

Since AEFE is an international network of primary and secondary schools, most of the data processing
it conducts involves minors, such as during monitoring academic progress in line with the French
Education Code, as well as providing access to the AGORA social network on the WEB.

Article 8 of the GDPR establishes the conditions applicable to a child's consent in relation to
information society services.

Where Article 6 on consent applies, in relation to the offer of information society services directly to a
child, the processing of personal data relating to a child is lawful when the child is at least 16 years
old. Where the child is below the age of 16 years, such processing shall be lawful only if and to the
extent that consent is given or authorized by the holder of parental responsibility over the child.

The data controller shall make reasonable efforts to verify in such cases that consent is given or

authorized by the holder of parental responsibility over the child, taking into consideration available
technology.

2.6 Principle of Lawfulness:

Data “shall be collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes” (LIL, Article 6-2).

The GDPR affirms this principle through Article 5.

Personal data shall be:

a) processed lawfully, fairly and in a transparent manner in relation to the data subject (lawfulness,
fairness and transparency);

b) collected for specified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes; further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes shall, in accordance with Article 89
paragraph 1 [Archives - Data minimization, pseudonymization], not be considered to be incompatible
with the initial purposes (purpose limitation);

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed (‘data minimization’);

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are processed,
are erased or rectified without delay (accuracy);

2.7 Accountability Principle:

Accountability refers to the obligation of a data controller to be accountable for their actions. It
involves an ongoing and dynamic process of ensuring compliance with data protection regulations
through a set of rules, tools, and relevant best practices.

According to the GDPR, it must also include a mechanism to demonstrate the effectiveness of the
measures taken and the actual protection of data.

2.8 Principle of the Right to "Be Forgotten" or to Deletion:

Legal Basis: Article 6-5° of the amended French Data Protection and Civil Liberties Act of January 6,
1978, and GDPR, Article 5.1).
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Article 6-5° of the law stipulates that personal data must be stored in a form that allows the
identification of the individuals concerned for no longer than is necessary for the purposes for which
they were collected and processed.

In Article 5, paragraph 1e) of the Regulation, the following phrasing is used:

e Personal data shall be kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are processed;

* As in most organizations, the obligation to establish and respect a retention period is often
overlooked; it is therefore not ingrained in the reflexes of those responsible for its
implementation — and thus not integrated into the information system.

« This obligation is defined by Article 6 of French Data Protection and Civil Liberties Act and
Article 5 of the GDPR; t is systematically verified by the CNIL during its audits, particularly
through SQL queries on production databases, including contract closure dates.

2.9 Principle of Data Relevance:

As per Article 5-1c) of the Regulation, data shall be “adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed (‘data minimization’)”.

The CNIL currently relies on a similar provision of the Law to monitor irrelevant data such as value
judgments, insults, or opinions about individuals.

2.10 Authorization and Authentication Policy:

Since each user should only access the data strictly necessary for performing their professional duties,
authorization profiles must be defined to determine the types of data that a user category can access.

A procedure for managing authorizations must be established to ensure updates of authorizations,
particularly to revoke access for users who are no longer authorized or have left the organization.

This procedure should also include controls over authorizations to ensure that data access
permissions are not misused (e.g., sharing a single user account used by different individuals).

2.11 Transfer of Data Outside the European Union:

A data controller may only transfer personal data to a country outside the European Community
(referred to as a "third country") if that country ensures an adequate or sufficient level of protection
for the privacy, freedoms, and fundamental rights of individuals regarding the processing or potential
processing of such data.

The European Commission has the authority to recognize that a country provides adequate or
sufficient protection through a decision known as an "adequacy decision". To date, the European
Commission has made several decisions in this regard.

A transfer of data to a third country is therefore any communication, copying, or movement of data
via a network, or any communication, copying, or transfer of these data from one medium to
another, regardless of the type of medium, as long as the data is intended to be processed in the
recipient country.

The amended French Data Protection and Civil Liberties Act allows a data controller to transfer
personal data to a country that does not provide adequate protection if:
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« The data subject/individual to whom the data pertains has explicitly consented to the transfer,
or if the transfer is necessary for one of the following reasons:

1° To protect the life of the individual;

2° To protect the public interest;

3° To fulfill obligations that ensure the recognition, exercise, or defense of a legal right;

4° To consult a public register, which by law or regulation, is intended for public information and
is open to consultation by the public or any individual with a legitimate interest;

5° To fulfill a contract between the data controller and the data subject or for pre-contractual
measures taken at the request of the data subject;

6° To conclude or execute a contract between the data controller and a third party in the interest
of the data subject.

2.12 Principle of Data Security:

Legal Basis: Article 34 of the amended French Data Protection and Civil Liberties Act of January 6,
1978, and GDPR Article 32.

Article 34 of the Data Protection and Civil Liberties Act and Article 32 of the GDPR require the data
controller to take all necessary precautions to safeguard the security of the data for which they are
responsible, based on the nature of data and the associated risks. In particular, they must prevent
unauthorized third parties from accessing this data and take a number of precautions when
considering storing, sharing, or making personal data accessible.

The data controller shall implement appropriate technical and organizational measures to ensure a
level of security appropriate to the risk, including inter alia as appropriate:

a) the pseudonymization and encryption of personal data;

b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing
systems and services;

c) the ability to restore the availability and access to personal data in a timely manner in the event of
a physical or technical incident;

d) a process for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the processing.

The data controller and the processor must ensure that anyone acting under their authority, who has
access to personal data, does not process it except under the instructions of the data controller,
unless required to do so by Union law or the law of a Member State.

The transmission of personal data must be secure, meaning that confidentiality, integrity, and
authenticity must be guaranteed by the data controller.

The CNIL highlights that general security measures must be taken "before the implementation of any
computer application" and should consider "the purpose of the processing, the volume of processed
information, and its sensitivity in terms of risks of harm to individuals”. In this context, it encourages
data controllers to "carefully examine the reliability of hardware and software to ensure that errors,
deficiencies, and special cases do not result in harmful outcomes for individuals; and to assess,
particularly in terms of geographical location, environmental conditions, and the layout of buildings
and extensions, the ability to withstand accidental or intentional external or internal attacks."
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2.13 Data Protection Impact Assessments (DPIA-PIA):

In accordance with Article 35 of the GDPR, when a type of processing is likely to result in a high risk to
the rights and freedoms of individuals, the data controller must conduct an impact assessment before
any implementation.

The AEFE will carry out an impact assessment under the following circumstances:

- If it performs large-scale data processing (considering large-scale processing procedures aimed at
handling a significant volume of personal data that could affect a large number of data subjects);

- If the implemented processing meets certain conditions.

Indeed, as soon as it meets more than two of the nine criteria defined by the CNIL and the G29
(collection of sensitive data; large-scale collection of personal data; data cross-referencing; vulnerable
individuals; innovative use; exclusion from the benefit of a right/contract), the processing will, in
principle, be subject to an impact assessment

In this regard, AEFE refers to the "guidelines" on DPIAs and processing that could pose risks:
https://www.cnil.fr/sites/default/files/atoms/files/wp248 rev.01 fr.pdf

If an impact assessment is carried out, AEFE uses the open-source PIA software, which facilitates the
conduction and formalization of data protection impact assessments as outlined by the GDPR:
https://www.cnil.fr/fr/outil-pia-nouvelle-version-beta-du-logiciel

2.14 Records of processing activities:

AEFE keeps a record of the various personal data processing activities carried out under its
responsibility.

As per Article 30 of the GDPR, such record shall contain all of the following information:

» the name and contact details of the controller and, where applicable, the joint controller, the
controller’s representative and the data protection officer;

» the purposes of the processing;

* adescription of the categories of data subjects and of the categories of personal data;

e the categories of recipients to whom the personal data have been or will be disclosed
including recipients in third countries or international organizations;

o where applicable, transfers of personal data to a third country or an international
organization, including the identification of that third country or international organization
and, in the case of transfers to countries without an adequate level of protection, the
documentation of suitable safeguards;

* where possible, the envisaged time limits for erasure of the different categories of data;

» where possible, a general description of the technical and organizational security measures.

2.15 Designation of a Data Protection Officer (DPO):

AEFE appointed a Data Protection Officer (DPO) on May 24, 2018, and this appointment was reported
to the National Commission on Informatics and Liberty (CNIL) under the number: DPO-22304.

The scope of the DPO’s duties is defined by the regulation, which stipulates that the DPO:
e is appropriately and timely involved in all matters relating to data protection;
e is provided with the necessary resources to carry out their responsibilities and keep their
knowledge up to date;
e has access to data and processing activities;
AEFE - Personal data protection policy
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e receives no instructions regarding the performance of their duties and cannot be removed or
penalized for carrying out their tasks;

e reports directly to the management;

e can be directly contacted by the data subjects involved in the processing;

e is bound by confidentiality obligations;

e cannot perform other tasks or duties that might lead to a conflict of interest.

Duties of the Data Protection Officer:

e Information and Advisory Duties:

The DPO, with the support of the Human Resources Department and the communications and events
service, contributes to the implementation of information and training initiatives for AEFE employees
to promote a culture of personal data protection and facilitate the acquisition of specific skills in
relevant activities.

The DPO advises the management body on the implementation of personal data processing, whether
in the context of information system development projects or any operations involving the collection,
transfer, or use of personal data.

The DPO conducts or advises on impact assessments related to data protection.

e Control Duties:

The DPO monitors the application of regulatory provisions regarding personal data protection by the
AEFE’s structures and its processors, relying primarily on existing audit and internal control functions.

The DPO has the authority to take any necessary actions to perform checks, and the departments
under control cooperate in their completion.

The DPO reports the results of the checks to the relevant managers and to General Management.
» Liaison duties with the supervisory authority:

The DPO is designated as the contact with the supervisory authority, with which he or she cooperates,
serving as the point of contact, including for consultations before implementing high-risk processing
activities for individuals.

S/he handles individuals' complaints and cooperates with the CNIL in the investigation of complaints
received by the authority.
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lll. Your Rights Regarding the Processing of Your
Personal Data

In accordance with the GDPR, you have the right to access, rectify, erase (right to be forgotten),
object, restrict processing, and request data portability for your personal data.

3.1 Right to Access, Rectification or Erasure:

You may request access to your personal data at any time, along with information regarding its
processing (such as the categories of data processed). This right also allows you to request a complete
copy of your data.

Additionally, you have the right to modify or withdraw, at any time, the consent you have given us for
the processing of your personal data.

3.2 Right to Object and Data Portability:

You have the right to object to the processing of your personal data and to request its portability,
under the conditions set by the Regulation.

3.3 Right to Restrict Data Processing:

You may request the restriction of the processing of your personal data, in accordance with the
conditions set by the Regulation.

3.4 Procedures for Exercising Your Rights:

You may exercise these rights by contacting the Data Protection Officer (DPO) via email at:
dpo.aefe@diplomatie.gouv.fr or by mail at the following address:

Agency for French Education Abroad

To the attention of the Data Protection Officer (DPO)

23 place de Catalogne

75014 PARIS

In this regard, we kindly ask you to include the necessary identification details (name, surname,
email), along with any other information required to verify your identity.
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I\VV. Monitoring of the Personal Data Protection Policy

This policy, which is publicly available on the AEFE website, is regularly updated to reflect legal and
regulatory developments, as well as any changes in AEFE’s organizational structure.

AEFE - Personal data protection policy
Approved by the DPO on September 10, 2018

12



